Steve Brill’s Clear Card Gets Grounded

by Peter Kafka
Posted on June 22, 2009 at 8:38 PM PT

http://mediamemo.allthingsd.com/20090622/steve-brills-clear-card-gets-
grounded/

_Ever stand next to one of those empty “Clear”
lanes at an airport and wonder just exactly what purpose they served? Wonder no more.
Clear, which was supposed to speed “registered travelers™ through airport security faster

with it.

Clear’s Web site says it will cease operations at 11 pm PDT tonight because parent
company Verified Identity Pass is “unable to negotiate an agreement with its senior
creditor to continue operations.” No word on what happens to the $128 that its 165,000
members each shelled out as a yearly membership fee.

I don’t normally write about shuttered travel companies, even those that raised $116
million since 2005. But readers of this column may find Clear’s failure worth noting
because of a couple of the big media names associated with it.

Spark Capital, which led the $44.4 million round Clear announced less than a year ago, is
a venture group that’s now best known as one of Twitter’s primary backers. This is the
relatively young firm’s biggest dud, by a long shot. And Clear’s founder, Steve Brill, who
stepped down as CEO in March, has been in media forever and used to be known as the
guy behind Court TV and the American Lawyer. He’s now one of the three men pushing
Journalism Online, which wants to run the payment infrastructure for a yet-to-be-created
online content system.

By the way, the “family lanes™ I’ ve started seeing at some airports, designed for people

who know they’re not going anywhere fast and are cool with that? Pretty good. Also:
Free.

Comments



1.

Just curious: where did you get $116 million? The highest figures | know of
showed about $17 million before the $44.4mm fundraise last August. That’s wha
we reported (hitp:/bit.ly/DxHjE), based on an article that ran in PE Week last
August, calling out the fundraise effort (http:/bit.ly/InfCR). PE Hub has $54mm
(http://bit.1y/kCai3). I haven’t seen your number any place else. -GM

Posted by Galen Moore at June 23rd, 2009 at 10:27 am

how did these guys blow thru even $44 million since last August? what a waste,
that capital could have been used by real entrepreneurs

Posted by Sam Harrison at June 23rd. 2009 at 12:48 pm

Well, the bad news on the Clear card going down is offset by the good news of
what this company is doing — Thanks Again!!!

They are Thriving in this down economy!! I love what they do!

http:/fwww. ThanksAgain.com

Posted by david rugillo at Julv 14th. 20009 at 10:-58 pm



Clear Lanes Are No Longer Available
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Clear Lanes Are No Longer Available.

At 11:00 p.m. PST on June 22, 2009, Clear ceased operations.
Clear's parent company, Verified Identity Pass, Inc., was unable to
negotiate an agreement with its senior creditor to continue operations.
Verified Identity Pass regrets that Clear will not be able to continue
operations.

How is Clear securing personal information?

Clear stands by our commitment to protect our customer’s personally
identifiable information — including fingerprints, iris images, photos,
names, addresses, credit card numbers and other personal
information provided to us - and to keep the privacy promises that we
have made. Information is secured in accordance with the
Transportation Security Administration's Security, Privacy and
Compliance Standards.

How is Clear securing any information at the airports?

Each hard disk at the airport, including the enroliment and verification
kiosks, has now been wiped clean of all data and software. The triple
wipe process we used automatically and completely overwrites the
contents of the entire disk, including the operating system, the data
and the file structure. This process also prevents or thoroughly
hinders all known techniques of hard disk forensic analysis.

How is Clear securing any information in central databases and
corporate systems?

Lockheed Martin is the lead systems integrator for Clear, and is
currently working with Verified Identity Pass, Inc. to ensure an orderly
shutdown as the program closes. As Verified ldentity Pass, Inc. and
the Transportation Security Administration work through this process,
Lockheed Martin remains committed to protecting the privacy of
individuals' personal information provided for the Clear Registered
Traveler program. Lockheed's work will also remain consistent with
the Transportation Security Administration's federal requirements and
the enhanced security and privacy requirements of Verified Identity
Pass, Inc.

The computers that Verified Identity Pass, Inc. assigned to its former
corporate employees are being wiped using the same process
described for computers at the airports.

http://www .flvclear.com/
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Will personally identifiable information be sold?

The personally identifiable information that customers provided to
Clear may not be used for any purpose other than a Registered
Traveler program operated by a Transportation Security
Administration authorized service provider. Any new service provider
would need to maintain personally identifiable information in
accordance with the Transportation Security Administration’s privacy
and security requirements for Registered Traveler programs. If the
information is not used for a Registered Traveler program, it will be
deleted.

How will members be notified when information is deleted?

Clear intends to notify members in a final email message when the
information is deleted.

Who is monitoring this process?

Clear is communicating with TSA, airport and airline sponsors, and
subcontractors, to ensure that the security of the information and
systems is maintained throughout the closure process. Clear thanks
these partners for their continuing cooperation and diligence.

How can | contact Clear?

Please visit our website, www.flyclear.com, for the latest updates.
Clear’s call center and customer support email service are no longer
available.

Will | receive a refund for membership in Clear?

At the present time, Verified Identity Pass, Inc. cannot issue refunds
due to the company’s financial condition.

Has Verified Identity Pass, Inc. filed for bankruptcy?

At the present time, Verified Identity Pass has not commenced any
proceedings under the United States Bankruptcy Code.

Clear's Privacy Policy

Clear's Online Privacy Policy

http:/fwww flyclear. com/

9/13/2009 12:17 PM



CLEAR

Clear’s Privacy Policy

The Clear® Registered Traveler program (*Clear”) is owned and operated by Verified Identity Pass, Inc., a privately held
company. This program is operated in accordance with standards set and oversight conducted by the U.S. Government's
Transportation Security Administration (T5A), a division of the Department of Homeland Security.

In this privacy statement, Clear explains the steps we take to protect the privacy, confidentiality, and security of personal
information about our applicants and members.

If, after reading this explanation, you have questions or want further information, please contact Clear’s Chief Privacy Officer.
1. WHAT INFORMATION WE COLLECT AND HOW WE USEIT

Participation in Clear is voluntary. If you choose to apply for Clear membership, we request certain information from you as
part of the enrollment process which we retain and use in connection with the administration of Clear.

A. Initial application and identity verification. Applicants are required to provide certain basic personal information abour
themselves in order to initiate an application, some of which we are required by TSA to request. The information that TSA
requires us to request is full legal name, other names used, Social Security number (optional), citizenship, Alien Registration
MNumber (if applicable), current home address, primary and secondary telephone numbers, current email address, date of birch,
place of birth, gender and height. TSA also lists as oprional, but helpful, the following personal information: home addresses,
driver's license number and employer’s name and address.

All information that is related to you is encrypted when stored or in transit.

We recognize the sensitivity of all of this information. With respect to your Social Security number in particular, we take extra
precautions to protect it. For example, your Social Security number is stored in a separate facility and device from the personal
information that is needed for customer service issues. We have also used an extra layer of encryption to ensure the protection
of your Social Security number.

TSA also requires Clear to request thar applicants appear in-person with two forms of government-issued identification (one
of which must contain a photo) — such as a passport or driver’s license. We carefully examine these documents for authenticity
using document inspection technology ro detect tampering or counterfeiting. So that we have a complete record of your
application, we store in a secure darabase the biographical informartion you supply and an image of the documents you submit
to enroll. We use this information to provide customer service where your biographical information and document images are
required, such as for card re-issuance.

In order to minimize the possibility of someone committing identity fraud, we are partnering with the American Association
of Airport Executives’ Transportation Security Clearinghouse and with nationally-recognized identiry verification and fraud
detection companies to compare the informartion you provide with publicly-available records such as telephone number
listings, as well as personally identifiable information (but not any financial informarion) associated with credit reports. (We
and our partners never collect or use financial information in any way in connection with Clear.) Our partner(s) will also check
your name and other identifying information against global terrorist watch lists. Although we pass your biographical data
through these identity verification processes, our partners have signed contracts agreeing not to retain, use or sell your data for

any reason.

There may be one or more mismatches between your biographical data on the one hand, and the underlying public records on



the other. For example, your Social Security number may be linked in public records to a different name and address than the
one you give us. This may be the result of someone having stolen your Social Security number or a clerical error, to name just
two possibilities. In any case, we will be able to alert you to this and will be able to assist you in correcting any mismartch if it is

an CIrror,

Clear also collects an applicant’s credit card information for membership payment. This information is collected solely for our
use, although we must share it with a credit card processor to charge your credit card account. It is not transmitted to or shared
with TSA, and TSA does not require its collection. As an extra precaution, your credit card informarion is stored in a separate
facility from the pt:rsuna] informartion that we are required by TSA o request from you (described above). ;

B. Biometrics. Following successful initial identity verification, Clear takes your digital photo and digital images of all of your
fingerprints and your irises and stores these images in your record in Clear’s secure database — all in compliance with TSA
requirements. If you are approved for Clear membership, your biometrics are used as part of our identity verificarion processes
when you use your Clear card.

C. Enhanced Equipment. If you are using any of our enhanced equipment at the Clear lane, such as the shoe scanner, you may
be issued a receipt to show the TSA officer at the lane whether you have been processed by that equipment. For example, the
receipt might say that your shoes have been cleared and, therefore, that you do not have to remove them before going through
the metal detector. The receipr has your digital photo on it to ensure thar vou cannot switch it with someone else. But it does

not have your name, and the TSA requires its officers to destroy the receipts they collect by the end of each day.

D. Verification. When your Clear card is presented at the Clear lane kiosk, you are also asked to present your biometric —
vour fingerprint or your iris image — at the kiosk to make sure it matches the biometric embedded in the card. This is our
way of making sure that the card actually belongs to you. If approval is granted, the Clear member's entry is authorized. For
purposes of real-time maintenance and customer support {e.g.. if your card doesn’t work, we need to be able to run tests to
understand why), we will maintain “log files” of entrances to local venues. However, we purge these records automatically on a
daily basis, and we have designed our network so that neither we nor any of our subcontractors can track and record members’
activities from location to location. Thus, Clear has developed a system that addresses customer service inquiries and system

maintenance needs while still ensuring the privacy ol our members,
2. INFORMATION SECURITY

Clear maintains (and we require our subcontractors to mainrain) adminiscrative, physical, and technical safeguards o help us
protect your personal information and the integrity of our SYSLems. Examplcs of the !-;afcguards we employ include:
Fach of our employees and the employees of our subcontracrors with access to personal informarion must pass a background

investigation.

Fach of our employees and the employees of our subcontractors with access to personal information is required to sign a
confidentiality pledge promising to adhere to Clear's privacy rules and security procedures, with discipline up to and including
dismissal for violations.

Each of our employees and the employees of our subcontractors with access to personal information receives Privacy and Fair
Information Practices training (i) when they are hired, (ii) if the Policy is changed and (iii) annually.
Access to personal informarion of applicants and members by Clear employees and subcontractors is provided only on a need-

to-know basis.

. We use user IDs, passwords and biometrics to regulate access to the personal information of applicants and members
in our Sysrems.

- We encrypr all personal information abour applicants and members in our systems, both in transit and in storage.

. We apply firewalls to guard our compurers against ourside intruders.

. We conduct periodic daga security audics. TSA also conducts perindic audits to ensure that we comply with their



standards for data security.
’ We have a regular update process for anti-virus protection and implement operating system security updates for our
network infrastructure,

3. ADDITIONAL LIMITATIONS ON APPLICANT AND MEMBER PERSONAL INFORMATION

A, We do not sell or give lists or compilations of the personal information of our members or applicants to any business or
non-profit organization. We do not provide member or applicant personal information to any affiliated or non-affiliated
organizations for marketing,

B. None of the information that we collect may be used for any purpose outside the operation and maintenance of the Clear
Services.

C. We would only disclose personal information about members or applicants if required to do so by law or legal process.
4. APPLICANT AND MEMBER ACCESS

The Record of an applicant or member in the Clear system is a slim file — as already described. However, an applicant or
member can request a copy of everything that we have in his or her information systems files for Clear identified to the
applicant or member personally, and we will provide this information. If you believe that any of the informartion we have about
you is inaccurate, please contact Clear Support at (866} 848-2415.

5. COMPLIANCE WITH OUR POLICIES

To assure members and potential members that Clear is following its Privacy and Fair Informarion Practices Policies, we have

adopted these safeguard processes:

A, Independent Audit. To provide an independent professional and technical review of Clear’s compliance with its Privacy and
Fair Information

Pracrices Policies, including our data security procedures, we commission an annual outside audit from an Independent Public
Accounting firm. That professional audit, and our response to ir, is available to Clear members and the public who wish to see

it. ‘This privacy audit includes audits uFan}' Clear subcontractors who are collecting or maintaining our dara.

B. Annual Privacy Report. Our Chief Privacy Ofhcer conduces a yearly privacy and data security report which is presented 1o
Clear’s CEO and its Board of Directors. This Annual Privacy Report, including any problems identified and steps to be taken
to resolve those, is made available to Clear members upon request.

C. Identity Theft Warranty. Clear has purt in place what we believe to be strong, effective measures ro protect the security of
the limited personal information we collect from applicants and members. Because we have implemented these measures

and because the public is rightfully concerned about identity theft, we make the following promise to all applicants and
members: In the highly unlikely event that an applicant or member is the victim of identity theft (defined as the taking

of personal informartion of an applicant or member resulting in fraudulent rransactions being made in the name of that
applicant or member), resulting from any unauthorized dissemination by Clear or its subcontractors, or theft from Clear or

its subcontractors, of the applicant’s or member’s personal data collecred by Clear, we will reimburse the applicant or member
for any otherwise unreimbursable monetary costs directly resulting from such Identity Theft. In addition, Clear will, at its own
expense, offer any such applicant or member assistance in restoring the integrity of the applicant’s or member’s financial or
other accounts,

D). Privacy Ombudsman. Clear has appoinred an independent, outside Frivacy Ombudsman, Law Professor Paul Schwartz,
noted privacy expert and advocate. He will be identified to members as the person to contact if a member has a privacy
complaint or privacy problem with administration of the Clear system or compliance with our published Privacy Policies.
The Independent Privacy Ombudsman is empowered 1o investigare all privacy complaints, gather the facts, and respond to



members, as well as to post responses publicly and prominently on our website. He will also provide Clear's management with
recommendartions for resolving disputes in keeping with our Privacy promises. The Ombudsman can be contacted at www.
Hyclear.com.

E. Netice of Unauthorized Acquisition of Personal Information. We promise all members that we will notify them promptly as
soon as we believe that any of their personally identifiable information has been acquired without our authorization. TSA will
also be notified prompily of any such event.

E Privacy Policy Changes. Finally, we pledge to notify all members by email of any material changes in our privacy policies,

so that they can cancel their membership if they so decide. And so that members and others can see exactly whart changes we
have made, we also promise o make available online a “redline” copy thar tracks all such changes. We post our current privacy
policy on our website here.

6. WHAT HAPPENS TO YOUR DATA WHEN YOU ARE NO LONGER A MEMBER

When your account is cancelled for any reason, we will remove your personal information from our system automatically after
90 days. There are some limited exceptions. Our credit card processors require us to retain a record of the financial transactions
we conduct for 24 months. This includes your name, credit card number, address, and email address, so we can notify you

if the financial transaction is disputed. Also, a copy of your biometric information (but not your name) is retained by the
Transportation Security Clearinghouse to prevent fraudulent enrollments under alternate identitics.

If you apply for Clear membership online, but do not complete the enrollment process within nine months, we will then delete
all of the personal informartion you provided during vour initial application.

7. WEBSITE PRIVACY
We have a separate privacy policy related to the use of our website. You can access it by clicking here.

ittt

This is the ULS. Transportation Security Administration’s Privacy Policy as it relates to the registered traveler Pilor Program. A
copy will be distributed to applicants at enrollment.

TSA Privacy Act Statement

Authority: 49 U.5.C. 114 authorizes collection of this informartion.

Purpose: TSA is collecting this information from all individuals who apply to participate in the Registered Traveler program.
TSA will use this information to verify vour identity, to conduct and adjudicate a securiry threar assessment, and, if you are
accepted into Registered Traveler, to conduct ongoing security threar assessments and to issue a "smart card” to you thar will
identify you as a Registered Traveler. Furnishing this informartion is voluntary. However, failure to provide it may delay or
prevent the completion of your security threar assessment, without which you may not be permitted o participate in this

program.

Routine Uses: The information will be used by and disclosed 1o TSA personnel and contractors or other agents who need

the information to assist in the operation of Registered Traveler. Additionally, TSA may share this information with airports
and airlines to the extent necessary to ensure proper identification, ticketing, security screening, and boarding of Registered
Travelers. TSA may disclose information to appropriate law enforcement or other governmenrt agencies as necessary to identify
and respond to outstanding criminal warrants or potential threats to transportation security. TSA may also disclose information
pursuant to its published system of records notice, DHS/TSA 002, Transportation Security Threat Assessment System
(T-STAS) and DHS/TSA 015, Registered Traveler Operations Files, both of which were last published in the Federal Register
on November 8, 2005, at 70 FR. 67731-67736.

Effective as of October 1, 2008
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Clear’s Online Privacy Policy

This Online Privacy Policy covers the operations of the Clear” (www.flyclear.com) website that you are visiting. It is not the
same as the privacy policies covering the enrollment and administration of Clear,

I. Role of the Clear Website
The purpose of this website is to describe the Clear service - why it meets important needs in the U.S., how it works, who is
providing the service, and how to get further information or apply to Clear.

2, Anonymity for Casnal Visitors

Our website does not use any analytical tools to capture personally identifiable informartion from visitors to the site. Casual
visitors - just seeking information about Clear - are given anonymity. However, we use analyric wols (including cookies) to
capture marketing and aggregate visitor information about how people use our site and how they may have been direcred o
our site by marketing partners and agents. We do not link such information generated by our analytical tools including cookies
to personally identifiable information. These cookies are considered third party cookies since they are served and managed by
our marketing agents. You can remove cookies or limit the ability of our servers, or our agents’ servers, by following directions
provided in your Internet browser’s help files.

If cookies cannot be set, we may use IP addresses to identify the web browser. Many browsers may share an IP address, such as
a proxy server, which prohibits these addresses from unique identification.

3. When Visitors Ask for Further Information

If a visitor contacts us to obtain further information, such as to get a Clear brochure, we naturally obrain the email or other
address the visitor gives us. We put such information into an Online Contacts File. We send such communications of updares
by email. Recipients of our updates can “opt-out” of these updates at any rime.

4, When Visitors Contact Clear )

Our website gives the telephone and fax numbers that visitors can contact directly. If such contacts lead to a visitor's request o
receive information about Clear, or to initiate an enrollment, we create the records needed to supply such information or take
that action. We ask you to read the Terms and Conditions of Clear if you choose to start an application to that program.

5. We Never Sell or Give Visitor Information for Outside Marketing
All personally identifiable information we obtain from visitors is used exclusively by our staff, to fulfill the requests made by
visitors, or for visitor-accepted continuing communications by our staff. We never sell or give visitor personal information to

any third party for marketing uses.

6. Furture Development of the Website and Privacy Policy Changes

As Clear grows, we expect to add Fearures to this web site. When we do that, we will continue to follow the Online Privacy
Policies deseribed here. Should changes in our Online Privacy Policy be needed to cover such new fearures, we will indicare
such changes in the Online Policy.

Online Privacy Policy last updated on June 10, 2008,



Beware of Media Hustler Steven Brill;
"Clear Lanes" Fails

By David Weir | Jun 23, 2009

BNET

http://industry.bnet.com/media/1 000281 3/beware-of-media-hustler-steven-brill-clear-
lanes-fails/

Late last night, a curt message was posted FlvClear’s website:

“Clear Lanes Are No Longer Available.

“At 11:00 p.m. PST on June 22, 2009, Clear will cease operations. Clear’s parent
company, Verified Identity Pass, Inc. has been unable to negotiate an agreement with its
senior creditor to continue operations.”

That’s too bad, you may say, but what has this to do with the media industry?
Two words: Steven Brill.

As Peter Kafka points out at his blog hosted by the Wall Street Journal, the clear lane
operation to speed frequent travelers through those irritating airport security lines had
raised a hefty $116 million in funding since 2005, including over $44 million last year
from Twitter’s major backer, Spark Capital. The company also had attracted 165,000
customers who paid an annual fee of $128 each.

That comes to a tidy $20 million+ in annual revenue for the young company. But all of
this cash was apparently not enough to allow the start-up to avoid shutting down quite
early in its promising young life. So let’s look behind the money to see who was
responsible.

Two words: Steven Brill.

Brill is a serial entrepreneur who likes to spend other people’s money. He was the
founder and CEO of Clear until he left the company in April. His next venture?
Journalism Online (JO!). which instantly provoked me to write: “The Brill Solution For
Paid Content — Not.

At least the clear card concept was a good one. JO! is nothing more than an attempt to
reinvent wheels like PayPal and Amazon that don’t need to be reinvented for handling a
pay wall, which is itself the dumb idea, behind this whole venture, but whatever.



Recently, Brill wormed his way into that so-called “secret”™ meeting of newspaper execs
and their antitrust lawyers, trying to hawk his worn-out JO! concept, which of course is
better known as a wooden staff used in martial arts in Japan.

Memo to the newspaper industry: The fox is inside your henhouse! Beware of Brill and
his wooden club!

Come to think of it, if these executives are so dumb as to give their money to a hustler of
Brill’s ilk, maybe they deserve to go out of business.

Thanks to Ken Newman for alerting me to this story.

Tags: Clear, Brill, David Weir

In addition to serving as a BNET Media analyst/blogger, David Weir is a veteran
journalist and the author of several books. Weir is a co-founder and vice-president of the
Center for Investigative Reporting, as well as an editorial board member of The Nation.

BNET User Analysis
Web Buzz:

« CLEAR: Your data will be properly disposed of

ZDNet - 79 days 20 minutes ago

The defunct CLEAR service is attempting to re-assure its former customers that
their biometric data will not be divulged or misused. The defunct registered
traveler service CLEAR (see previous post) has recently sent out the following
communication to its former subscribers, assuring them that their personal
biometric data will not be misused:...

e Clear Makes It Clear: Get Back In Line

AdPulp - 81 days 1 hour 3 minutes ago

Nothing says privilege like bypassing people standing in a long line, especially at
a high stress terminus like an airport. That's why Clear got $199 from 260,000
members interested in skating by security lines at 21 U.S. airports. But those
Clear customers are now SOL. According to the

e Clear Shuts Down Registered Traveler Lanes

Aviation Week - 82 days 20 hours 33 minutes ago

The Clear lane at Washington Dulles. Photo by Benet Wilson Verified Identity
Pass’s Clear registered traveler lanes, located at 20 airports, are shutting down at



11:00 p.m. Pacific time tonight. The company web site was blank except for a
white page with the official statement and no calls were...

CLEAR Airport Verified Identity Pass calls it Quits

ZDNet - 82 days 16 hours 25 minutes ago

In a brief email sent to customers at 10:45PM EST, Verified Identity Pass notified
its customers that the CLEAR service was no more (click on photo to enlarge)
Well I can’t say that it was unexpected, but it’s definitely a bummer. Click on the
“Read the rest of this entry” link below for more. Citing an inability to negotiate
an...

Brill's Verified Identity Pass goes out of business

Poynter Online - 82 days 3 hours 48 minutes ago

TheWrap.comRay Richmond says it's News Fuse USA, which has content from
27 news outlets in one place. "Would I pay 20 bucks a month for News Fuse?
Maybe," writes Richmond. "Would anybody else? I doubt it. We are, afier all,
now living in the simultaneously having-and-eating our cake world of entitlement
where we expect everything to happen...

elizabethrizzo

06/24/09 | Report as spam

RIP Clear

CLEAR was a lousy idea. Pay for a government "background check?" No real
American would do this.

Since the TSA hijacked the airports and handed itself free acess to your
belongings, money, belongings and identity, security has been diminished and
we've been taxed mercilessly to pay for daily government violation of the
Constution.

Then CLEAR wanted (much) more money to turn over your private information
to the very people stealing from you.

With CLEAR a CLEAR FAILURE, it is the first right step in the dissolution of
the TSA.
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charles599

06/24/09 | Report as spam

RE: Beware of Media Hustler Steven Brill;

I never understood why you would pay for what is already free. My take on thi:
national identity card. Bad idea. Darwin wins acain.



